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ABSTRACT

Cloud is a new way to store large amount of data. In cloud computing, data owners host their data on cloud servers
and users can access the data from cloud servers. By data outsourcing, users can be relieved from the burden of local
data storage and maintenance. Cloud storage has emerged as a promising solution for providing ubiquitous,
convenient, and on-demand accesses to large amounts of data shared over the Internet.Considering the practical
problem of privacy preserving data sharing system based on public cloud storage which requires a data owner to
distribute a large number of keys to users to enable them to access his/her documents, we for the first time propose
the concept of key-aggregate searchable encryption (KASE) and construct a concrete KASE scheme. Both analysis
and evaluation results confirm that our work can provide an effective solution to building practical data sharing system
based on public cloud storage.

KEYWORDS: Searchable encryption, data sharing, cloud storage, data privacy.

INTRODUCTION

The capability of selectively sharing encrypted data with different users via public cloud storage may greatly ease
security concerns over inadvertent data leaks in the cloud. A key challenge to designing such encryption schemes lies
in the efficient management of encryption keys. The desired flexibility of sharing any group of selected documents
with any group of users demands different encryption keys to be used for different documents. However, this also
implies the necessity of securely distributing to users a large number of keys for both encryption and search, and those
users will have to securely store the received keys, and submit an equally large number of keyword trapdoors to the
cloud in order to perform search over the shared data. The implied need for secure communication, storage, and
complexity clearly renders the approach impractical. In this paper, we address this practical problem, which is largely
neglected in the literature, by proposing the novel concept of keyaggregate searchable encryption (KASE) and
instantiating the concept through a concrete KASE scheme, in which a data owner only needs to distribute a single
key to a user for sharing a large number of documents, and the user only needs to submit a single trapdoor to the cloud
for querying the shared documents. The security analysis and performance evaluation both confirm that our proposed
schemes are provably secure and practically efficient.

In a KASE scheme, the owner only needs to distribute a single key to a user when sharing lots of documents with the
user, and the user only needs to submit a single trapdoor when he queries over all documents shared by the same
owner. However, if a user wants to query over documents shared by multiple owners, he must generate multiple
trapdoors to the cloud. How to reduce the number of trapdoors under multi-owners setting is a future work. Moreover,
federated clouds have attracted a lot of attention nowadays, but our KASE cannot be applied in this case directly. It is
also a future work to provide the solution for KASE in the case of federated clouds.

By proposing the novel concept of key aggregate searchable encryption (KASE) and instantiating the concept through
a concrete KASE scheme, in which a data owner only needs to distribute a single key to a user for sharing a large
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number of documents, and the user only needs to submit a single trapdoor to the cloud for querying the shared
documents. The security analysis and performance evaluation both confirm that our proposed schemes are provably
secure and practically efficient.

The proposed KASE scheme applies to any cloud storage that supports the searchable group data sharing functionality,
which means any user may selectively share a group of selected files with a group of selected users, while allowing
the latter to perform keyword search over the former. To support searchable group data sharing the main requirements
for efficient key management are twofold:
1) A data owner only needs to distribute a single aggregate key (instead of a group of keys) to a user for sharing
any number of files
2) The user only needs to submit a single aggregate trapdoor (instead of a group of trapdoors) to the cloud for
performing keyword search over any number of shared files. To the best of our knowledge, the KASE scheme
proposed in this paper is the first known scheme that can satisfy both requirements (the key-aggregate
cryptosystem [4], which has inspired our work, can satisfy the first requirement but not the second).

OBJECTIVES
1) We design a secure data sharing scheme, for dynamic groups in an untrusted cloud.
2) A user is able to share data with others in the group without revealing identity privacy to the cloud.
3) It supports efficient user revocation and new user joining.
4) More specially, efficient user revocation can be achieved through a public revocation list without updating
the private keys of the remaining users, and new users can directly decrypt files stored in the cloud before
their participation.

LITERATURE SURVEY

1. Multi-user Searchable Encryption

There is arich literature on searchable encryption, including SSE schemes [3][5] and PEKS schemes [6][7]. In contrast
to those existing work, in the context of cloud storage, keyword search under the multi-tenancy setting is a more
common scenario. In such a scenario, the data owner would like to share a document with a group of authorized users,
and each user who has the access right can provide a trapdoor to perform the keyword search over the shared document,
namely, the “multi-user searchable encryption” (MUSE) scenario. Some recent work [4], [7], [9] focus to such a
MUSE scenario, although they all adopt single-key combined with access control to achieve the goal. In [4], [9],
MUSE schemes are constructed by sharing the document’s searchable encryption key with all users who can access
it, and broadcast encryption is used to achieve coarse-grained access control. In [8], attribute based encryption (ABE)
is applied to achieve fine-grained access control aware keyword search. Key aggregate searchable encryption can
provide the solution for the latter, and it can make MUSE more efficient and practical.

2. Multi-Key Searchable Encryption

In the case of a multi-user application, considering that the number of trapdoors is proportional to the number of
documents to search over (if the user provides to the server a keyword trapdoor under each key with which a matching
document might be encrypted), Popa [10] firstly introduces the concept of multi-key searchable encryption (MKSE)
and puts forward the first feasible scheme in 2013. MKSE allows a user to provide a single keyword trapdoor to the
server, but still allows the server to search for that trapdoor’s keyword in documents encrypted with different keys.
The goal of KASE is to delegate the keyword search right to any user by distributing the aggregate key to him/her in
a group data sharing system, whereas the goal of MKSE is to ensure the cloud server can perform keyword search
with one trapdoor over different documents owing to a user. approach of MKSE inspires us to focus on the problem
of keyword search over a group of shared documents from the same user in the multiuser applications, and the adjust
process in MKSE also provides a general approach to perform keyword search over a group of documents with only
one trapdoor. However, the adjust process of MKSE needs a delta generated from both user’s key and SE key of the
document, so it does not directly apply to the design of a concrete KASE scheme.

3. Key-aggregate Encryption for Data Sharing

Data sharing systems based on cloud storage have attracted much attention recently [1][2]. In particular,
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Chu et al. [2] consider how to reduce the number of distributed data encryption keys. To share several documents with

different encryption keys with the same user, the data owner will need to distribute all such keys to him/her in a

traditional approach which is usually impractical. Aiming at this challenge, a keyaggregate Encryption (KAE) scheme

for data sharing is proposed to generate an aggregate key for the user

to decrypt all the documents.

CONTRIBUTIONS

More specifically, our main contributions are as follows.

1) We first define a general framework of keyaggregate searchable encryption (KASE) composed

of seven polynomial algorithms for security parameter setup, key generation, encryption, key extraction, trapdoor
generation, trapdoor adjustment, and trapdoor testing. We then describe both functional and security requirements for
designing a valid KASE scheme.

2) We then instantiate the KASE framework by designing a concrete KASE scheme. After providing

detailed constructions for the seven algorithms, we analyze the efficiency of the scheme, and establish its security
through detailed analysis.

3) We discuss various practical issues in building an actual group data sharing system based on

the proposed KASE scheme, and evaluate its performance. The evaluation confirms our system

can meet the performance requirements of practical applications.

CONCLUSION

In this paper we study the different papers regarding privacy preserving for providing ubiquitous, convenient, and on-
demand accesses to large amounts of data shared over the Internet. Data sharing is an important functionality in cloud
storage. We show how to securely, efficiently, and flexibly share data with oyhers in cloude storage. we address this
challenge by proposing the novel concept of key-aggregate searchable encryption (KASE), and instantiating the
concept through a concrete KASE scheme. The proposed KASE scheme applies to any cloud storage that supports the
searchable group data sharing functionality, which means any user may selectively share a group of selected files with
a group of selected users, while allowing the latter to perform keyword search over the former.
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